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-Requirements-
At first we need a debugger. I prefer OLLYDBG(the best debugger on earth :P)
At twice we need a target application to inject our code.
I will take the windows NOTEPAD.EXE .
Make a copy if this EXE in a new folder named CodelnjectTest.
Thats all ;)

-Getting started-
Our goal is to inject some code into the Notepad. EXE .
In our case we'll inject a simple MessageBox at Notepads start.
Start up Notepad now and validize that Notepad is the original one.

[® Unbenannt - Editor El@”@

Datei Bearbeiten Format Ansicht 2

[My Notepad screenshot]

If you're sure now that's the original Notepad open the Notepad.exe with Olly.
Yuppi! If you're ready you get this window:
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Because we're going to inject some code we've to have some space to inject it.

In a EXE file are a lot of CodeCaves were nothing is done (DB 00).

So lets scroll the CPU window a little bit down until you find a CodeCave(look below).

OllyDbg - NOTEPAD.EXE - [CPU - main thread, module NOTEPAD]

@ File Wiew Debug Plugins Options Window Help
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L] [ ] L] [ ] [ ] | EEN
@lex] »lu] wil+ 3540 ) = ulEfmir]w]mcls|k|BlR]x]s] il
Blono oe| . EEDE RS Fegiste
BLEGETEE| . @4 72 61 TF S{ASCI] "OrawTestExlr, @ .l
BlEGEET14| . E508 Dl BEEE 2
GlEGEF1E| . 43 72 65 &1 7IASCII "CreateDialogPara™ EO 7ee
GlAGREFZE| . &0 57 BA@ ASCIT "mli™, @ EB SEE
BleAEFZa| . BA OB 6@ Eo Sbe
BleaErza| . 7AAL oWl @17A Errl
BLEGAEFZC| . @F 65 74 EF &\ ASCI] "EetlindowTentl™, @ 2 A
BLEGEETIE| . 8@ OB 6@ EDT 7Rt
GlAGs7aC| . BE B3 45 E2 S1ASCI] USERSZ.dLL™.@ 5
ST v [5]5] TE o EIF @1k
E1EES74S @a OE &g CodeCave C@ Ec
BleAEF4a| PR OB &8 P ff
pleasF4n|  B@ OE 6@ hG &s
BLAREFIE|  BA OE 6@ 4 =
BLEREFAC| @ OE 6@ S @ Ft
BlEEEF40l 8@ OB 6@ T kR
BlAGSTIE| @ OB G 4E 55
BlERSTIF|  B@ DB G@ e
Bleasrsa| @@ OE B8 5
bionsocs| o bE B9 Si
GlAEETEE| @@ DE @@ S Gt
BLAGREFSY|  B@ OE 6@ il B
BLEGEEFEE| 8@ OB 6@ EUERSHE
BlAGSTEE| @ OB G ITa omE
BlERSTET| @ DB G@ ITe o
e 2 1
e e
FoT d@z
BLAREFEC|  B@ OE 6@ =
BioESFED| OB OE G@ AR L
BLEGEFCE| 8@ OB 6@ =
BLEGSTEF| @ OB G
BlensTen|  B@ DB G@
Bipesrel| @@ OE 66 w
Address |Hen dump EETURH to kernel:
] P e ) B P e
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[CodeCaves]

Do you see the red box I've drawn for you? ;) THIS is a CodeCave!
Here we can inject some custom code without interfering the programs flow.

If you know the API call for a MessageBox you don't need to
read this lines.

The MessageBox function creates, displays, and operates a message box.
The message box contains an application-defined message and title,
plus any combination of predefined icons and push buttons.

int MessageBox(

HWND hWnd, // handle of owner window

LPCTSTR IpText, / address of text in message box
LPCTSTR IpCaption, // address of title of message box
UINT uType // style of message box

);

This is all you need to know about the MessageBox.
Now its time to do something with the CodeCaves.
At first to use the MessageBox we need to create some text for output it on the

MessageBox. In the following picture I've selected some lines of the CodeCaves and
highlighted the BinaryEdit menu for you.
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OllyDbg - NOTEPAD.EXE - [CPU - main thread, module NOTEPAD]

Page 4

FiIE View Debug Pluginge Options Window Help

%

# | Begisters (FPLD

BEEEEEER
HEETFFER
TCI1EED4
TFFOSHEE
BEETFFCY
HEETFFFE
FFFFFFFF
YCozZuras

Bilaavaon

BlOGET4E TE o6

Bingarac| o8 OE G@

BloGETA0| BB bE

BlOGETAE|  BEOE ADD FTR DSt CEART, AL
AIEGETEG|  BR OE:

Biopoves  on BE i

i .- el

BlERSFES| 6O op o Cavelines

BlEGSTEE, OB BE - f

BlEGEFET, OB BB 0@

B1BBETE B GE BB

1 BRSPS B3 OE @@

‘B1BESFER B6 DE Q@

BIGESPEE|  B@ OE i

BIRASFSC) B OB @

AIGRETED, 6B OB fi

BIBGSTEE. 6B BE - f

BiGRETEF, @@ BB 0@

BiEGETED| GO OE: 0

BiBBEFSl| BB OE 0

‘BlOESPEZ BE DE Q@

BIBESPES|  Be OE i

BlEESFEd| @0 OB @

RIGREPES, OB OB fi

BlEGSTEE, OB BE - f

BlEGEPET, OB BB 0@

BiEGETES GO OE: 0

BiERETED, BB OE @@

BIBRETER|  BE DE AR

AlOREPEE| BB DE G

BIGRETEC| BB DE 6@

BlOREPED| BB OE G@

BlOGETEE| BB OE G

BlEGRSTEF|  B@ OE G

B1oaz77e| @@ OB &8

RAddress | Hew dump LIF
AIORSE0G| B0 BB 00 PO 04 70 B0 61 00 0O Gb OO 60 68 B0 6O . J
AIORDE1G| 00 B8 OO DO 0P DR GO BB| TS PG BB OB 61 68 GO D] ]
BlGROGE6| 4E BB EF BE T4 DR 65 G| 70 DO 61 DOl 64 BB B0 5| M
BiGROAZE| FE FE EF FF| Gl 0B 60 G862 PO 6D OO 62 68 6O 86 . ]
BlOAGH40| B4 BB DO BO| G5 DR 95 0B| DS PO BB OB 07 BB GO 50| ]
BlORGECH| B2 BB GO PG|GS DR GO BB OO BE GR O OB BB GO BO|E]
BlEAGOEG| B0 BB GO BH| G0 DR BO 66| GE PO BB OO OF B3 DO 8] . ]
BiEREOETA| 16 B9 G0 PA) 11 DR 6B BB 1F PO GO DR 1% 68 GO 0| k]
BIGRGESA| 20 BB 0O BO| 14 OR G5 69|15 PO 6B OB 16 BB OO BO| -]
AiGR0E9G| 17 68 0O BO| 15 OR G0 65|19 PG 6B O 1A 68 6O 06| 4]
BIGROGAG| 1E B9 OF BO/IC OR 63 BB| 10 PO GO 0G| 1E 68 GO BO|+]
BIGROAEG| 1F B8 OO G626 0F OO 68| 21 PO GO O 22 68 OO G| 7]
BlOEGOCH| 22 BB DO BO| 24 OR G5 BB|2C PO BB OO 26 BB GO BO| %]
Gioccofia| 57 6 oo oo/ 55 g oo oa|53 oa oo oa 5d oo oo oa) *]
BlEAGOEG| 26 B0 GO BB EC R B0 G654 90 BB B1 5D 98 DA 61 +Ls

Ban:kup
Copy

Modify byte
Aszemble
Label
Comment
Breakpoint
Hit frace
Run trace

Mew origin here
Go o
Follow in Dump

Search for
Find references to
View

Copy to executable

Analysiz
Bookmark

Appearance

Cirl+Gray *

-

v v v v wr

Fill with 00's
Fill with MCPs

Binary copy

ntdl

TLY2ETEE

SEH chain

d e
S2.vYCE16DES

O <HModu LeEntry

If you pressed on Binary=>Edit or (CTRL+E) you WI|| see foIIowmg wmdow
Just fill it out like me if you want.
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STr empty i.@ﬁﬁg@g

FST 4828 Cond 1 &
FCW 'B2FF  Prec HEF

Se—
Foint
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LS ¢ [515] UE

lBRa740| e OE &8

[BRS74E|  PoEE AO0 EYTE FTR O5:CEA®I, AL

lBRIFEG| 66 OB &0

|BREFEL B

i o

LBESTES ] Edit code at 01008751

lBRSFss| e

{SSE;EE Sg BE Sg ASCI INJECTED NOTEPADA

lBRarss| e OE &8 I |

\Baaven oo & ool unicooe

[BRIFEE| 66 OB &6 |

lBA3FEC| e OE &

il TE ool HEX+10 [49 4E 4n 45 43 54 45 44 20 4E 4F 54
|BEZFSE BE OB @E 45 58 41 44 A8 A8 U0 B0 A0 @ A8 AA
lBRaven|  ee OE &8 AR AR

[BRIFEL B OE &6

[BRaFE2| B OE &6

[BRSFES| B OB &6

\Baaree| oA bt B4

\Baares| o8 0 oo IV Keep sie

[PAZ7ES| @@ OE &5 OF. Cancel
lBRareal e OE &8

lBRaven|  Be OE &6

[BRZ7EE| 6O OE &0

[BRIFEC| B OB &6

l8as7el| e OE &6

| ARRTAF AR NneE AR

Press OK and you'll see the modified code in red:
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B1EEE74E [5[5] OB &

B1EEE740 J515] OB @&

B1EE8740 515] OB &

B1EEE74E BEEE ADD BYTE PTR DS5:[CEAX],AL
B 1EEE7FER [5]5] DE &E

B1E827EL 49 DEC ECH

B1EEEFES 4E OEC ESI

B1EEETES 4H DEC EDH

B1EEE7ES 45 IMC EEF

B1EEEFES 43 IMC EEB:

B1EEEFES E4 FUSH ESP

B1EEETEY 45 IMZ EEP

B1EEE7ED 44 IMC ESF

B1EEETED ZH4E 4F AHD BYTE PTR DS5:[ESI+4F1,CL
B1EESFED 54 FUSH ESF

B1EEEFED 45 IMC EEF

B1EEEFEE j=15] FUSH EAX

B1EEEFEF 41 IMC ECHE

B1EESFEE 44 IMC EEF

B1EEETEL BEEE AOO EBYTE FTER DS:CEARX], AL
B1EEEVED BEEE HOD BYTE PTR DO5:CEAAX].AL
B1EEETES BEEE HOD BYTE PTR DS5:LCEAAX],AL
B1EESTET BEEE HOD BYTE PTE D5:LCEAx],AL
B1EESTED BEEE AOD BYTE PTR D5:CEAX],AL
B1EEEFER J515] OE

B1EEEFED 515] OB &

BlEEa7ED 515] OB @&

B1EEETEE 5]%] DE B&

B1EESVEF 5l5] DE @&

atamsrie| o2 b5 22

[P ITIINYRL 18]

B1BB2F4E JE]5] OB &a&
B1BE2F4F ]G] OB &a
a1eas7Ea aa DE B8
B1A83751 42 4E 4A 45 41 ASCII "INJECTED MOTEFARD™
B1AB37E1 5]5] RSCII 8
B1BEZFE2 J5]5] OB &
B1BE2FED JE]5] OB &a
B1BB2FE4 JE]5] OB &a&
B1BA2FEE ]G] OB &a
BlEBSFEE aa DE &8
B1ABEFET s]5] OB &a
A1ABEFES [5]5] OB &a
B1AREFED (5]5] OB &a
H1BE2FER [5]5] OB &8
B1BE2FEE JE]5] OB &a
B1BR2FEC JE]5] OB &a&
FA1RARSFAN AR NE AR
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OK! If you want to have a different MessageBox Caption than the title you can repeat this

step to make a second ASCII like the "INJECTED NOTEPAD".

Page 6

-Some ASM-

Now its time for some ASM ;)

We need to invoke a MessageBox from ASM. This is quite simple!

PUSH 0
PUSH 1008751
PUSH 1008751

PUSH 0 ; ICON

; BUTTONS = <OK ONLY>

; CAPTION = Our adress of the "INJECTED NOTEPAD"
; MESSAGE = Same like above.

= <NO ICON>

CALL MessageBoxA; Run MessageBoxA with the Params above.

This few lines entered in Olly should look like this:
BlBEETEl| . Eg 4E 40 4E 4 EEE?? »INJECTED NOTEPAD”

aleasvel a RSCI
B1EEE7ES [a]5] U=
B1BEETES [5]5] DB~ &a
LLARET R 55] OB @&
EFEEETIEE R FLUZH &
HTHES o £2 S12VEEEA]

B1BE3FEC &2 E127aaa1
a1e8s7yl SH B8
A1AEET 7S EZ V2700476
B1BEEF 7S 5[]

BIBEET S S]] OB @8
B1BE2F A [5]5] OB @8

PUSH HOTERAD. B188:3751
PUSH HOTEFPAD.&1883751

FIUSH &
CHAHLL USER3Z2.HMessageBonA
OE @A

IMPORTANT! WRITE DOWN
THIS OFFSETII

ASCII "IMJECTED HOTEPRD™
ASCII "IMJECTED MOTEPAD™

Do you see the arrow?! THIS IS NOW A VERY IMPORTANT STEP!
If we save it now and run it you will NOT see any effect. Why?
Because our litte routine is not called yet!
You need to write down the Offset of your first "PUSH 0" because we
need to make a jump from the programs origin to here and back again ;)

If you noted the offset of the first PUSH down, goto the origin of the program like below.

B OB HiE
5H @ PUSI =
62 SlgFeeal |FPUSl  Backup 3 ASCIT "IMJECTED MOTEFAD™
58 SlgvansEl FUSI ASCII "IMJECTED HOTEFAD™
&R @B FUS|  Copy y
EZ FzrOD4ve CHLI .
A& pe | Binary L4
BiE OB ¢ U .
Ga OB | ndo selection Alt+BkSp
Sg EE ! Assemble Space
[5]5] OE
SS BE | Label
[ '
SS BE | Comment H
[ i [ 3
e DER: Ereakpn:nnt
elE] OB | Hit trace r
51| OE |
aE OE ¢ Run trace L4
: -1
[
le] OE | Mew origin here Ctrl+Gray *
BE OB ¢ -
HiE OE | . . "
Ga og | Follow in Dump k| Previous Minus
Expression Ctrl+G

Search for

Now you're at the FIRST line of code which will be executed.
Do you remember that the first thing we wanted to do is to run our code? :)

Yehaa! We're on the right way!
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Select now from the origin some lines and copy it into the Clipboard.

1 A6 7230

A188739F
B168672A4
B1BEFIAS
B1BEF2IAB
B1BEFIAC
a1eavIE2
B1887 364
B1887 362
B1BE72EE
B1B867F3BE
B1BEFICH
B1BEFICE
B1BEFICE
a1eavacc
a1aav301
A18av30s

B1BEF202
A1 AEF2N0

£

¥ 6A 78

. B3 93150061
. E2 EFB1BEGEG
220B

. B2

. 2B30 CCimBa@E1
. FFDO?

. B6:3135 405AR
oo 1F

. 2B42 3C
. B3ce
. 2139 CR4CEEEE
SorE 12
. BFEV41 1%
» 20 BEB1BEGG
ot 1F
. 30 BERZBREE
4 @5

e
W 2gcn Fd

IMT2

FUSH v&

FUSH MOTEFPAD.&18813595
CALL MOTEFPAD.&18875ES

Page 7

#OR EBX, EBX

FUSH EEX pHodule => HULL
MO EDI,DWORD PTR OS:[<&%KERMEL3Z.GetMod [kernelSE.EetHDduleHandl
CHLL EDI GetModu leHandler
CHp =mm e me e s

JHE £ Backup k|

[ f— . ——yy

EHE E Copy ¥| Todipboard Ctrl+C

Juz £ Binary B Tofle

MOLE

CHP B Assemble Space

JE SF Select all

CHP E LEll:IEl .

JE Sk .

manon omment i I |

Paste the clipboard into a texteditor and leave them there. We need this lines later.
If you have pasted it go to the first line of the program.
(In the picture upper it's the PUSH 70).

Double click on it and enter in the box "JMP <adress of your first push>"

:Mad

Assemble at 0100739D

ED FCAIEE94 ntdll.KiFastSus

WMP 01008765

v Fill with MOP's

.ﬁ.ssemblel Cancel | -

LIE]

Press on Assemble and you will the the again the red marked(patched) code.

LR

A1 AEF2AC

EIEEEE
GLGGF 20

B18873A4

TTOET oH =
B1BE72AER
B1BEF2IAC
B1BEFIE2
B1867F3E4
a1e873Ee

cC
~ET C213888E
e
L]
. 2z0E
. B2
. 2B30 CCipBEEE1
. FFO?
. B612138 405A
e 1F

ARl

INTZ
JMPNOTEPAD. 31805765
NP NOTE DOWN THIS

HOP

“CALL MOTEFPAD.&1887565

0B EBEx, EBR

PUSH EB:X

MOU EDI,DWORD PTR DS:[<{&KERMELZ2Z2.GetMod
CALL EDI

CHMP WORD PTR DS:[ERX],SA40

JHME SHORT MOTEPAD.B818873DA

OFFSETI

[

pModu e => MULL

kernel32.GetModu leHand|

GetModu leHandleRA

Look to the redbox! This is the address we need to jump to after our injected code.
If we jump here after the injection the program will execute like without our injection :)
But there is one thing we need to do at least!

Compare the "new" origin with the old one you've pasted into a clipboard.

You will see that there are a few lines overwritten! But this lines are needed to run
the programm without errors. Identify the lines which get overwritten.
In my case the overwritten lines are:
PUSH 70
PUSH NOTEPAD.01001898

Click on the first line (our JMP) and press ENTER.
You'll dropped to your MessageBox invokation!
After our CALL MessageBoxA we need to insert now the overwritten lines AND the jump
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our oy

back!
K1 HLE (5 15] UE e
HiBEE7E1] . 49 4E 4A 45 41ASCII "IMJECTED HOTEPAD™
BlAEEFEL] . B& ASCII &
B1B8Ea7E2 15 ] OB @A
B18agvres B OB &
H1BES 76 B OB @Q
B18E37ES 5H B8 FUSH &
H1BEHEFET 58 5187EEE]L FUSH HOTEFRD.BH18H3FE1
B1BESFEC 58 51876EE ] FUSH HOTEPAD.BH18H83751
H1B8E3771 5H BB FUSH @
AlARSF TS ES FAPO047E  Iral ] |ISFRSS HMescageBnuei
B18E37 7S & FA FUSH v&
B18a37vA &2 9813200681 FUSH HOTEPRD.B18012938
E}EEEZKE AEE ZHECFFFF QEPnEDTEPHD.BIBB?3H4
H18E8735 Bl OB &g
H18ES7 36 Js[E} OB &d
H18E873Y B OB &g
bleosres| g8 DS 68
1
NOW you're done!

Page 8

ASCII "IMJECTED MOTEFAD™
ASCII "IMJECTED MOTEPAD™

rerwritten code and
e jump back.

(If you want to test the "JumpBack™Jump just select it and press ENTER.
If you get to the right line you can be sure that's ok! If not check Offset!)
To save the "new" Notepad take a look the the following picture:

22104 o2 Copy to executable n
» All modifications

BRETFFOC
BRE7FFER
BAETFFE4
BAEYFFES

IBE 75 [5]5] u]
IBE7FES EF @A e
IBE7EY &2 51878881 F
IBE7EC &5 5i187a8al i
IBE771 == 1)) F
IBEY TS EZ r2r0047e I
IBEYTE &A THE f
IBEYTH &2 9818@8E1 i
IBE77F| ~E9 ZBECFFFF |
132754 J5]5] I
IBE7EE 5]5] I
IBS7EE GE I
IBS7ET GE I
IBE7EE 51| I
IBEYES BE I
IBETEA 55| I
IBE7EE 55| I
IBE7EC J5]5] I
IB27E0 5]5] I
IBE7SE GE I
IBS7EF GE I
BT 96 51| I
IBET91 BE I
IBET32 55| I
IBE733 55| I
132794 J5]5] I
G295 5]5] I
IBE73E HE !
lress [Hew dump

IB9EEE| 38 BE G&

IBIE1E| B8 B8 66

IB9E2E| 4E @8 &F @8 74 @8
IB9E38| FF FF FF FF| @1 @@
IB9E4E| B4 B8 BE BE| BS @88
IB9EEE| B2 B8 BE BE| @9 68
IB9ESHE| BC B8 BE BE| B0 88
IB9EFE| 18 B8 B0 BE) 11 68
IB9E3E| 20 88 66 68| 14 88
IR9ASA| 17 AR AR AR 18 AR

[

Backup

Copy

Binary

Indo selection Alt+BkSp
Assemble Space
Label

Cornment H
Breakpoint

Hit trace

Run trace

Mew origin here Ctrl+Gray *
Go to
Follow in Dump

Search for

Find references to
View

Analysis

Bookmark:

Appearance

3
3
3
3

ASC
RSC

IT "IMJEC”
IT "IMJEC"

CONE .
Selection

HE- =P

[k -

'S |

BREEFEC

If you press on "All modifications" a new little window will be shown.
Press on "Copy All" on this window.
A new window with the new ASM code will be shown.
Close the new window (THE CHILD WINDOW! NOT OLLY DBG WINDOW!).
Then a save dialog let you choose a new filename.
Save the file and run it. If you're successful you will get this result:
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INJECTED NOTEPAD [

INIECTED NOTEPAD

Press on OK and Notepad will start normally ;)

-Last Words-
DO NOT abuse debuggers to attach shellcodes or things like that into EXEs!
Just lern and understand!
Greets to: All students from the FH-BRS!

Iman Karim.
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